Kak He npeBpaTuTtb iPhone B «kupnuy»

MOLLEeHHUKU UCMOJIb3YIOT Pa3/iIudHbIe YIOBKMU,
4YTO6bI 32610KMpPOBaTH Ballle"yCTPOMCTBO,
BblHY)>XAaA BOUTU B UX Y4ETHYIO 3anucb Apple (iCloud)

OCHOBHbIe cXeMbl ObMaHa

X

«Momouwub ¢ pannamMm»

Ccbinasacb Ha «HeMcnpaBHoOe YCTPOUCETBO», MPOCSAT NOMOLLM
B pocTtyne K dpannam (poTorpadpuam, QOKyMEeHTaM U T.4.) U3
obnauyHoro xpaHunuuia iCloud nytem asTopusauuu B
MOLLUEHHUYECKON Y4ETHOM 3anucu

«becnnaTtHble Urpbl U NMPUIOXKEHURA»

PexknaMMpyioT gocTtyn K urpam («PUBG Mabile»,
«Standoff 2») u npunoxeHnamM («AioGram») B TikTok
wnu Telegram, npeanaras YCTaHOBUTb UX Yepes
npepocTaBneHHbIN aKKayHT Apple

«PaboTta/nogpaboTkKa»

O6eLwaloT BaKaHCUIO (YAcTo CBA3aHHYIO C
TEeCTUpPOBaHWEM MPUNOXKEHUIA), HO TpebyloT
BXOAa B "KOpPNopaTUBHLINA" akKayHT Apple

KaK 3alumMTuUTb cebsa

Vi He coobLuanTe HUKOMY CBOM YYETHbIE AaHHbIe
(noruH nnaponb) ot akkayHTa Apple (iCloud)

He BXOAUTE Ha CBOEM MOGUNIBHOM YCTPOMUCTBE
v B akkayHT Apple (iCloud), npeaocTaBneHHbIN
He3HaKoMuamMu us UHTepHeTa

He nepexoauTe Nno HeM3BeCTHbIM CChIJTIKaM U
\/ He BBoAUTE AaHHbIe Apple ID Ha NOCTOPOHHUX

BA)'KHO! cauTax

Ecnu Baw aKKayHT 3a6110KMPOBaH MOLLEHHUKOM, CEPBUCHbIE LIEHTPbI HE MOMOTYT.
Pa36710KMpOBKa BO3MOXHA TONbKO Yepe3 oduLManbHyto Texnoaaepxky Apple
NPV HaNMuMUK BOKYMEHTOB, NOATBEPKAAIOLMX NOKYMKY YCTPOMCTBA.

BOJIbLUE NHOOPMALIMU

CYBER_FORTRESS_BREST

FnaBHoOe ynpaBneHue
no NPOTUBOAEMNCTBUIO
Kn6epnpecTynHocTu

B Telegram-kaHane
KUBEPKPEMOCTb

KM MBI Pecny6nnku Benapycb



TENE®POHHOE MOLUEHHUYECTBO:
/ —_ _' 5 ) \ MonyuynTb KPeAWUT, utobsl oTMEHNTL AKOGSI

4 I odopMNeHHbIN HeU3BECTHEIMU Ha Balle NMA ApYron

: x | KpemwuT 1 nepeBecTi AeHbr Ha cneunanbHbii cHeT
e
i

MOLUEHHUKW | ‘ YcTaHOBWUTb NPOrpaMMHoe
|
oﬁecneueﬂue, AKOBbI ANA NpeaoTBpaLleHNs
yBE)KD‘AIOT' MOLLEHHMYECKOI aTaku Ha Balll cHeT
NnpeacTaBnasch
CcOTpYyOHUKaMu
NpaBooXpaHuTeNbHbIX
ogra,mpganmscmx MepeBecTn HakonneHns
‘ | opraHu;aaLmﬁ B Ha AKobbl 6e3onacHbIN cYeT, YTobbl
‘ pyKOBOAMTENEM He n3banu npu obbicke

Ballein opraHu3aunn.

Hepep,a'rb NMAYHbIEe aHHble

M KOO U3 CMC, Takne ceefieHus
npenocTaBnaioT MOWeHHUKaM J0CTyn
K CYETY Unun cepBucy

OCTOPO)XXHO!
MOLUEHHUYECTBO!

B COUMNAIBHDBIX CETSX U HA TOPFOBbIX MN/TOLWALKAX: ..

= &

Mepesectn npegonnary 3a

HECYU.I,ECTBVIOLLII/IF‘I TOBap s nxemarasnHe
WN N0 NBMEHEHHDbIM PEeKBN3NUTaM ELTE]

JEwe
-8

"
MOLUEHHWUKA
YBEXOAIOT,

npencTaBnasch
npogasuamMu, Apy3bsMU,
napTHepamMu no ﬁmaHecy,

MepenT No nogpenbHON CCbifike
6aHKOBCKOW CUCTEMbI 1 BBECTWU NN4YHbIE AaHHble
(noruH 1 napone, HoOMep W TPEX3HauYHbIW Kof C
060pOTHOI CTOPOHbI HAHKOBCKOW KapThbl, KOf U3
CMC, xopoBoe cnogo)

MepeyncnuTb AEHbrn Ha KapTy

WNW ONNATUTD POACTBEHHMKY, | 7 KOO
LPYTY, No6swemy Yenoseky IS € CTVILNOHHEgITPO eKTOR

-

Ha nogaenbHoin 6upxe BNOXUTb

AeHbrn B NPOEKT, akobbl Ana
nonyyeHWa nacCcUBHOro goxona

Bonbwe nidopmaumm
Ha caunte

[MaBHOe ynpasneHue
https://mvd.gov.by

Nno NPOTHBOZENCTBUIO KNbGepnpecTynHoCTH
KM MB[L Pecnyonukm Benapyck




YTO IENATD:

NONPOCKTE 3BOHALLIETD NEPENATH
TPYBKY BAWEMY POMCTBEHHHKY;

MEPE3BOHUTE EMY CAMM W YBEJIUTECD,
470 C HUM BCE B NOPAAKE

BALL BM3KNI PONCTBEHHMK (CbIH, BHYK, MY
TNOMAN B BELLY (ABAPUID, OTPABITEH, APECTOBAH),
WYTOBbI «BBINYTATBCH» U3 HCTOPUM, OH NPOCHT
MEPEBECTY AEHBTH YENOBEKY, KOTOPIN NOMOXET

[ ¥ BAC DBHAPY)KEHO ONACHOE JABONEBAHME,
MPEMJIATAIOT BbICTPOE OBCAEAOBAHUE
WNH NEYEHKE «YHUKANBHBIM» NEKAPCTBOM

MPEACTABHTENN MEAYYPEX/IEHUM HE
HA3BIBAIOT IMATHO3bI M0 TENEGOHY,
HE «BELUTECH» HA NOAOBHBIE 3BOHKH

BAM BbIAENEHA BECTUATHAR NYTEBKA B CAHATOPHA,
HO HY)XHO HEMHOTO AONJIATUTb, HATIPMMEP,
3A BbIGOP MECTA OTIbIXA

HUKAKHX JLONJIAT 0QUUWANBHBIE
COLMANBHBIE CNYXBbI HUKOrIA
HE TPEBYIOT

‘ % HE BEPBIE, BAM HABEPHAKA

gl  3BOHAT MOLEHHMKH

- COTPYQHUKM BAHKOB HE 3BOHAT KJIMEHTAM W HUKOTJA HE
TPEBYIOT HA3BATb CEKPETHBIE CBEJIEHMA O KAPTE WITH CYETE;

~ HUKOT[IA HE HA3LIBAWTE W HE BBOZMTE NMUH-KOD,
TPEX3HAYHBIH KOO HA OBPATHOM CTOPOHE KAPTH! MK
0/IHOPA30BbIA NAPONG 13 CMC;

— HE HABHPAWTE HUKAKWUX KOMEMHALLIWA HA TENEQOHE;

~ ONOXKUTE TPYBKY  HE NEPE3BAHMBANTE B BAHK
EMY HY)KHO CODBILWTS EE BCTPEYHbIM 3BOHKOM. MOXHO NEPE3BOHUTL B BAHK
HOMEP W KOFL, BALLIW 10 O@ULMANLHOMY HOMEPY (OH YKA3AH HA KAPTE)
NEPCOHATbHBIE JIAHHBIE W COOBLLHTH O 3BOHKE

Bb! BbIUTPANM B NOTEPEE WA PO3bITPBILLE NPH30B, A1
0®OPMIEHNA NOTPEBYETCA BHECTH HEGONBLUME JIEHBTU

C BALEH BAHKOBCKOI

KAPTbI 6bINA NOMBITKA
NEPEBECTH JIEHLIH, M BAHK

EE 3ABJIOKHPOBAN;

3JBOHUT AKOBbI NPEACTABHTEND
CYXBbI BE30MACHOCTH BAHKA
W NPELNATAET PA3BJIOKH-

| POBATb KAPTY, HO [N 3T0r0

BAXKHO! | : !
no wmesw-oruecray A rencoone snen womep sawerosana DY JLDTE [OTOBbI W NPOABUTE BAMTEJIbHOCTD



